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v/ Hawa rnasHas 3a4a4a — COXPaHHOCTb BalLUX AeHer 1
JINYHbIX AAHHbIX

v" Mbl NOCTOAHHO BI0KMPYEM HOBbIE YrPO3bl N UCNOb3YeM
CamMble COBpPEeMeHHbIe CPeaCcTBa 3aLLUTI

v" Ho camas HaAéXHaA 3aWmTa — 3TO Balua
ocBeAO0OMNIEHHOCTD, GAMTe.ﬂbHOCTb n OCTOpO)KHOCTb!

PekomeHpauuu
no 6esonacHocTH

% Cbepb

Balua 6e3onacHocTb Sl

3aluTiTe ce6a 1 CBoW AeHbI

Bcé o knbepbesonacHocTtum
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Mbl BCcerga Ha CBA3U

CTONKHYAUCL C MOWEHHKamKU? CpoYHO 3BOHUTE:

(F B mo6bunbHOM NpunoKeHUm
° HaxkmuTe MKOHKY TenepoHa B IeBOM BEPXHEM YTy

Ha Homep 900

C mobunbHoro TenedoHa, 3BOHKM No Poccum becnnatHble

G@ Ha Homep +7 495 500-55-50
ANA 3BOHKOB M3 110601 TOYKN MUMpa, No Tapudam onepatopa

Cnocobbi
obpaTtHOM cBA3MK

W ==
Bawa 6e3onacHoCcTb % gﬁﬁga

3aluTiTe ce6a 1 CBoW AeHbI

Bcé o knbepbesonacHocTtum



CoobuweHue o
MOLLUEeHHUYyecTBe

Bcé o knbepbesonacHocTtum

% CBEPBAHK

JNasauTte 60poTbcA
C MOLUEHHNUKaMU BMecTe

Bbl CTONKHYINCb C YEM-TO NOA03PUTE/IbHBIM —
Hanpumep, obHapyXuam noaaenbHbIN CanT UK
aKKayHT B couceTax ¢ iorotunom CbepbaHka?

Nnu ctann cBuagetTenem AemcTBMmn MOLLEHHUKOB —
HanpuUmep, OHU Noa BUAOM COTPYAHMKOB MO3BOHWU/IN
BalLMM POACTBEHHMKAM?

Hanuwwute Ham, Mbl npumem mepbi.

https://www.sberbank.ru/ru/person/dist services/warning/form



https://www.sberbank.ru/ru/person/dist_services/warning/form

MoOLWeHHUKN n
KOpPOHaBUpyc

Bcé o knbepbesonacHocTtum

% CBEPBAHK

OCTOpPOXKHO: MOLUEHHUKN UCNONb3YIOT
TemMmy KOpOHaBupyca Kak NPpMMaHKy

= Ecnm BnanTe B NOYTE NUCbMO CO C/IOBOM «KOPOHABUPYC» B
Teme, byabTe OCTOPOXKHbI U HE MepexoauTe No CCblIKAM —
TaM MOXET OKa3aTbCA CaMUT-I0BYLLKA.

" BHMMaTENIbHO NPOBEPANTE CCbIJIKM B NUCbME, 0COHEHHO
KOpOTKMe. He ocTaBnalTe CBOM AaHHble Ha
NoAo03pUTENbHbIX CauUTax.

= [loBepAnTe TO/IbKO opuLManbHbIM akKayHTam CbepbaHKa B
couceTsax U He coobuwanTte HUMKomy naponm ns CMC u
HOMepPa KapTbl — MOLUEHHWUKKN YacTO NULIYT OT UMEHU
CbepbaHkKa.




MpaBuna AnyHOMU
KnbepbesonacHoctu

Bcé o knbepbesonacHocTtum

% CBEPBAHK

MpaBuna aMuHOU KnbepbesonacHocTu

3TK NpocCTble NpaBUa AONXKEH 3HATb KaXKAbli, KTO HEe Xo4eT
6bITb 0OMaHYTbIM U NULLINTLCA AEHEr

Y3HalnTe 0 pacnpPOCTPAHEHHbIX MPUEMAX 3/TI0YMbILL/IEHHUKOB U
He ganTte nm cebs obmaHyTb
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naBHble NpaBuaa NMYHOMU
KubepbesonacHocTH

He coo6LaiiTe HUKOMY He nepexoguTe no Wcnoneb3yiiTe ToNbKo
ceou naponwu, MH- n CVV-kogel NoA03pPVTENIbHbIM CCbITKaM: odULNaNbHbIE MPUIOKEHWA
1 Kogbl U3 CMC. [laxke cOTpyAHMKaM MOLUEHHWKW MOTYT 3apa3nTb Balll baHka B App Store, Google Play n

6aHKa KOMNbOTEP WK TenedoH BUPYCOM U1 Microsoft Store

YKpacTb BallW AaHHbIEe

MpaBuna AnyHOMU
KubepbesonacHoctn .: 000 —
[eJeoXe}

[eJe) v
O a1

Mcnonb3yiiTe aHTUBUPYCHI. Coo6LLMTe 6aHKY 0 CMeHe HoMepa MpoBepaAliTe peKBU3NTLI NEPEBOAOB
MpunoxeHve CoepbaHk OHNalH Ha MOGWIbHOrO: eCTb PUCK, YTO BaLln 1 nnaTexei, KOTOPbIe NPUXOAAT B
Android nMeeT 6ecnnaTHbIA JaHHble nonajyT HoBoMY BnajenbLly CMC oT 6aHka
aHTMBLPYC

Bcé o knbepbesonacHocTtum
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OdunumanbHblie Homepa CbepbaHKa

Cb6epbaHk otnpasnsgetr CMC Tonbko _
c Homepos 900 1 9000 © 0

ChepBark nposogwr

C Homepa 9000 6aHK NpoBOAUT CMC-0MpPOC O KayecTse CConpoc o kaecrse
0BCNYXNBAHUA 1 NPOBOANT akKTYann3aLuio AaHHbIX.

CoobLLeHVe MOXET cojepKaTh CCbUIKY Ha nopTtan LeHTpa
HeaBmxmMMocTy CeepbaHka Domclick.ru nnu onpoc CeepbaHka.

MpaBuna AnyHOMU
KnbepbesonacHoctu

an NCNosib30BaHUN 6aHKOMAaTOB

¢ [puKpbIBaliTe KNaBNATYpy PYKOWA, KOTAa BBOAMTE
MWH-koA

¢ He NpuvHMMaiiTe NOMOLLb OT HE3HAKOMLIEB,
HaxoAAcb y 6aHKOMaTa, 1 He coBepluaiiTe onepauunn
noJ AVKTOBKY

e OCMOTpuUTe 6aHKOMAT Mepes UCNoNb30BaHNEM
N y6eamTechb, YTO Ha HEM HET MOA03PUTENbHBIX YCTPOACTB

Bcé o knbepbesonacHocTtum
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Monb3syurtecb ycanyramm 6aHKa 6esonacHo

YTO HYKHO 3HATb NPU UCNONL30BAHUM PUHAHCOBbLIX CEPBUCOB

Cepeuc CMC-6aHk

-

VHTepHeT-6aHK

MpaBuna AnyHOMU
a2k
baHkoBCKas Ka pTa

KubepbesonacHoctn
BaHkomaTbl
MceBaobpokepsb! VI ncesAoAunepsbl

TenedpoHHbIE MOLLIEHHUKN

CMC- 1 email-molleHHYecTBO

Bcé o knbepbesonacHocTtum
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Kak 6e30nacHO Nosb30BaTbCA
UHTepHeT-6aHKOM

NHTepHeT-6aHK ChepbaHk OHNanMH — yaobHbIN 1 6esonacHbI cnocob coBepluaTb
6aHKOBCKMe onepauum Ha KomnbioTepe, 6e3 Bu3nTa B 6aHK. YTobbl 3alUTUTL cebA
OT MOLLEHHMKOB, A0CTaTOYHO cobat0a4aTb NPOCTbIe NpaBua:

(@) Hukomy He coobwaiiTe naponu AnNA Bxoga B

E-@L:l CGep6ank OHNaiH

DNaxe ceoum BrNu3kMm 1 coTpyaHuKam Baxka.

lNpasuna nonb3oBaHUA

® YBeauTeck, 4To agpecHan CTPOKA HAYMHARTCA ©
UHTepHeT-6aHKOM @ Apedbukea https:/
DTD 03HAYAET, YTO YCTAHOBNEHO 3allMUIEHHOE
COedMHEHWE
® Hukorga He BEOAUTE Naponu ANA OTMeHkI
lf,_@ onepavuu
(06 3TOM MOMYT NONPOCKHTE TONBbKO MOWEHHMEA. Ecnk

Bbl ¢ 3TUM CTONKHYNKWCE, MOKMHETE CaAT M CPOYHO
obpaTtuTece B DaHk

® CrapaiTeck He nonbk3cBaTecA BeG-Bepcuen
CoepbanHk OHNaWH ¢ MobuUneHOro TenedgoHa
@ HawmHoro yaoOHes ncnone3oeats MobunsHoe
MNpUOoKEHUE

Bcé o knbepbesonacHocTtum
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Kak 6e30nacHO NoAb30BaTbCA
UHTEepHeT-6aHKOM

NHTepHeT-6aHK CObepbaHK OHNaH — yaobHbIN U 6e3onacHbIn cnocob coBepLiaTthb
H6aHKOBCKMeE onepaunm Ha KomnbtoTepe, 6e3 BU3MTa B 6aHK. YTobbl 3aWmMTmTL cebn
OT MOLLEHHMKOB, AOCTAaTOYHO cobntogaTb NPOCTbie NpaBuAa:

@ HecnonesynTe TONeKO othUHaNEHBIA CanT
= CHepbank OHNaWH
t—/) CoxpaHuTe 3TOT agpec B 3aKknaakax
Opayzepa (NOCMOTPETL NPMMEPE! CAATOB-NOALEN0K
MOHHO HHHeE)

MpoeepalTe pekBU2KTEI onepauyn B CMC ¢
OOHOPA30BLIM Naponem oT HoMepa 900

Ecnv pekenswuTel He COBNaSarT, TO Takol Naponk
BEOAMTE HEMbL3A

lNpasuna nonb3oBaHUA
WHTepHeT-6aHKOM

Henoneayite aHTMBUpYC

PerynAapHo genaiTe NoMHyH NPOBEPKY KOMMNLIOTERa
NporpaMMoi-aHTUBMPYCOM. Yo TaHoBUTE
aETOMaTWYeckoe 0DHOBNEeHWE aHTMBUPYCHBIX Dasz 1
ONepauUWoHHOA CUCTEMEI

Ona exopa B Chepbank OHNANH HYXeH TONBKO
NOrvH, NMYHBIA Napons AWM oaHOpazoBeIW u3 CMC
Ecnu Ha calTe 3anpawMearoT Nobyo gpyryw
NepcoHanbHYK MHAOPMAaLWKD, HANPUMED, HOMED
DaHKOBCKOW K3pTel MNKM MODUNLHOMD TenedioHa,
MOKWHETE C3NT W Cpo4Ho obpatuTeck B OaHK

Bcé o knbepbesonacHocTtum



NMpasuna nonb3oBaHUA
WHTEepHeT-6aHKoOM

Bcé o knbepbesonacHocTtum
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KaK pacno3HaTtb caut-«noanenky»?

Moa pasnuyHbIMK Npeanorami
3aNpalLUMBAETCA HOMEP
mobuneHoro TenedoHa

Onepauus MOXeT NPOBOAUTLCH

B HE3ALMLLEHHOM PEXMME (MKOHKN AnpPec MOXeT He coBnagaTe

Opaysepa, yxassisaowme Ha pabory c ovumansHsiMu agpecamn «CHepGarik
8 3aLUMLLISHHOM PEXUME, He SKTUBHbI) Ownaiin» (online.sberbank.ru)

MoryT orcyrcreoBaTs unu Gbime
HEaKTUBHLIMM CCbINKA HA HEKOTOPLIe
pasgens! caiita, Hanpumep no mepam
Oopell ¢ MOWweHHUIeCTBOM

PexBuauThl, HOMEpa KOHTaKTHbIX
TenedoHOB MOTYT He COBNaaaTe
© othuyransHsIMK:
+7 (495) 500 55 50

8 (800) 555 55 50

Moa pasnuuHbIMK NPeaNoramn
sanpawmnsaerca CMC-koa no onepauwm




lNpasuna nonb3oBaHUA
WHTepHeT-6aHKOM

Bcé o knbepbesonacHocTtum

Mpumepbl PULWLMHIrOBbIX CAUTOB

% CBEPBAHK

Ans Toro, urobu: 8ot & C

Aocraska SMS ne ssinonk:
Yenyra

\ / .
N
epoaHk OHII@iH»

Mepb! Ge30nacHOCTY NP UCNONB3I0BaHIM CHCTeMb! "ChepBank OnM@iu"

O puckax Npi ANC TaHUNOHHOM DankoBCkom 0BcnyaBarim

B oncreme «COeplank OHN@itnx Bul MoxeTe COOMMN i N ApyMK 3 TaKxe "

Nepesoabl Yepea MHTepHeT. ANR QOCTYNa 8 CHCTEMY Baw y p Nonb: W Naponk. Bu MOXETE 3TO CaenaTe 2

cnocoGamu

® CNOMOWLY BIHKOBCKOR K3PTH Yeped C Poccum (cnucox veTpoiicTa),

sc Mob Banxas, SNS #a Homep 900 (unk Ha HomMepa +7 926 2000 900, +7 916 572 3900) ¢ TexcTom: Parol xooo
(rae oo - nocnegHne 5 undp Homepa Bawel xapTe). B pesyneTare Bam npuaer napons & SMS-C Ranes no
KowtaktHoro uentpa CoepOarxa Poccun «7 (495) 500 5550, 8 800 555 5550 m y nNonb:

AnA 1010 4100t 33T B CHCTEMY «COeplank OnN@in» 8 OM PEXUME, Y @ Rorosop

nubo od 8 c Poccuu

B uensx uenone yenym «C ORN@iH» 8X0R MOXET =) JEBIM Ana toro

41006l NONYYHTL OAHOP2I0RLA NIPONL.

® pacr weKc uepes C Poco ¢ XapThl. O#H YeK COREPHUT 20 ORHOPEIOEHIX
napone,

& NPW EXOAE 8 CHCTEMY Ha KHONKY «SMS- W Bel nony SMS- < €Cni Bel Noax Xycnyre
MoBunoHelit Gank.

Ecni B 3306100 uni P p NONb. W Naponu, 10 Bel MoxeTe Y HOBHE naponu u




lNpasuna nonb3oBaHUA
WHTepHeT-6aHKOM

Bcé o knbepbesonacHocTtum

% CBEPBAHK

Mpumepbl PULWLMHIrOBbIX CAUTOB

3aLLMLLEHHOTO COEAUHEHMS &
Anpec caitTa He COOTBETCTBYET
orumnanbHbIM:
esk.sbrf.ru - <

online.sberbank.ru M- - .
* fupexc - 4., = e+ Y (D <85 Sboim bghoma - 575 @) &2 Mooces o +1 {35 [EJuso 30.85 - EHER 4169 -
it | iy teaewiatistins. I s e i i) e KOHTaKTHbIi TenedoH He d
@htt/fsbrf inock netjescient]_LogonfLogn.ssprvact... | COOTBETCTBYET OPULIMANBHBIM: Coponc = -
+7 (495) 500 5550 -

+7 (499) 657 0232 8 (800) 555 5550

H

~\ Céepba
! @L OHﬂp@ﬁ

CbepbaHK OHJI@HMH —

IIPOCTO, 6BICTPO, 6€3011acHO!

HOBOCTM | BXOA Ha anHy'O CTpaHMuy \ KAK BOWTH B

Pexouenaaunn no nugopraunornon &

cHOCTH CHopbanx OnN@wH
07 wonbps 2011 S——
BHUMAHUIO KNVEHTOB
AANBHEBOCTOYHOIO
BAHKA!

B cB8ax ¢ nposegenien

nnaxosbix pabor ¢ 15.00 08 VaeHTudukaTop nons3osarens:
#os0pa go 02 00 09 Hosbpa

(Bpema Mockosckoe), e Gyner ‘
[OCTYNHO FAWEHNE KPEQITOB

no sceuy T Napons

1

25 cermabpn 2011
BHUMAHUE KNUEHTOB
CEBEPO-KABKA3CKOro

BAHKA
Hawmas ¢ 25 centabpa 2011 PANEE

r (8 MeckonsKko 3tanos) Gyaer

npoiIseneH nepeson

KIMHEHTOB Ha 0OHOBNEHHYO

BEPCIO CHCTeMs! CHepbarx -~




lNpasuna nonb3oBaHUA
WHTepHeT-6aHKOM

Bcé o knbepbesonacHocTtum
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Mpumepbl PULWLMHIrOBbIX CAUTOB

~\ CbepbaH
@; OHJI@UH

C6epb6aHK OHJI@HH —

IIPOCTO, 6BICTPO, 6€3011acHO!

3anpoc Homepa MOBUNLHOTO Tened)oHa co CCiNKoi Ha ownbky AocTaeku SMS u |

HEeobX0AMMOCTLIO NOAKNIOYNTL yenyry MobunbHbli 6aHk — Batk He 3anpawmveaer
MOBUNBHBIR TENedOH W APYIYI0 NEPCOHanbHYI0 MHOPMALMIO ANs BXOAA B

HOBOCTHU

rTORRITOTERTe
07 Hos6ps 2011
BHVMAHWIO KNMEHTOB Ona Toro, uToB BoiTH 8 CBepSark OHN@MH, noakmoupd yenyry eMoBunbssii Banks
BANBHEBOCTOYHOIO
BAHKA!
B c8nln ¢ nposenerienm

nnasossix pabor ¢ 1500 08
+oRopA 20 02 00 09 HosGpA

Jlocrasa SMS we somonmend. KapTa, N0 KoTOPONH G OCYIREC THNEH BXO0 B CHCTEMY, He
nogrniouens K yenyre dMobinsisit Gaecs. Yenyra npesocrasnmercs Becnnato

Beeaute Homep Tenedoxa:

«7
Hawman ¢ 25 centabpa 20
7. (B wecxonoko 31anos) Gyaer OODATHTE BHIAIINIE - HOMED MOGINBMOCO TRESONS
NPoit3BeaeH Nepesoa EE0NTCH () KOS CTDEHM
KNEHTOB HA 0OMOBNEHHYIO
sepcino cucTens Chepbank

NuN@au B uasadt cancos ~




° hittp. /188 24713585 esCler gy

http://188.247.135.85/esClient/ Logon/Logon.aspx?ReturnUrl=/esc

pT— | @ hitp /188247135 85/esClient/_Logon/Logon.as... | |

% CBEPBAHK

Mpumepbl PULWLMHIrOBbIX CAUTOB

v | B[ 4| X {[E] 8ing o
3 v~ B v~ 0 dm v Crpowwua~ Besonacwocrs v Cepenc v

L

e

-\ Céepban
OHJI@UH

Cé6epbaHK OHJI@HH —

IIPOCTO, 6BICTPO, 6€30I1aCHO!

lNpasuna nonb3oBaHUA
WHTepHeT-6aHKOM

B ceadm c nposenennem
nnaxossix pabor ¢ 15:00 06
Aexabpa ao 02:00 07
AexkabpA (epema
Mocxoscxoe), He Gyaer
ROCTYNMO raWeHHe KPeANTOR
no scemy T6.

08 HoaGpn 2011
BHUMAHMWE KNWEHTOB
CEBEPO-KABKA3CKOIO
BAHKA

Haunnan ¢ 08 woabpa 20111,
(8 Mecxonbko 3ranoe) Oyaer
NPONIBEAEH NEPEEOA
KNHEHTOR H3 0BHOBNEHHYO
£epemio cucTems Coepaanx

ofHOBNEHMBIR MHTepdeic C
Gonee noapobHOR
wHOOpMaLmeR 06
06HOENEHMOI CHCTEME Bt
MOXETE 0IHAKOMHTLCA B
PYKOBOACTE® NONbIOBATENA
CHenbiank OWN@iH

Bcé o knbepbesonacHocTtum

Bxog Ha NUuYHyto cTpaHuLy

BAXHAR HHOOPMALIMR ann nonssosarenei CoepOank OnMi@iu!

1. Ana exona & Coepbank Ou) M CHCTEME HIKOIQA K JANDAWHEAAT HOMED KPEANTHOR KapTs! W ApYTY0
pe e oct " L3

COepOank MOXET 3aNPIAWNESTL MAPONK NS OTMEHL! onepaumit 8 COepank OHN@itH & cenau ¢
NPOBEAEHIEM TEXHNIECKIT PABOT Ha CTOPOHE UNEPATOPa CEBAIN.

[N 7070 4TOGK! OTMEHUTS OWHB0NHY ONBPAUMNK BBSAMTE SIMS-N3PONL B NONE I HAKIMMUTE KHONKY
EHNTD, ECTA TEKCT ‘COODUIEHMA CONEPHHT HEREPHBIE PEKBAINTS NEPEBOAS

HEe 0 Mapax 0830NacHOCTH NpH PaboTe & Coe

3

HITENH GWTaNTe JRece

Waexstndukarop nonb3osarens

Napons
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Kak moLwWweHHUKN KpaayT AeHbru ¢
nomoulbto dpuwinHra. Cxema 1

® %—07
@OO-@°@®

16

npaBMna non b3OBaHMﬂ Knaccmnyeckas cxema MolLLUeHHKYecTBa

WHTepHeT-6aHKOM

Bcé o knbepbesonacHocTtum

DUWWMHIOBEIA calT

3N0OYMBILLNEHHWE HA Pa3nNW4YHbX pecypcax

OT COUMANEHEIX CETER W 3NEKTPOHHOI NOYTLI

[0 00BINHBIX HOBOCTHBIX CalToB — 3acTaenseT Bac
HaKaTb Ha CCbInKy, BeAyLLyH Ha (PULLIWHIOBLIR calT.

Bl nepexoguTe Ha NOAAENEHBIA CAIAT, KOTOPLIA KONWpyeT
O13aiiH U coaep#aHWe M3BeCcTHOrD canTa.

OpxopasoBeii SMS-napones

3noyMBILLNEHHUKY HYKHO Y3HaTL ¥ Bac ooHopasosbii
SMS-naponk 4nA npoBefeHwa onepauyun, Kak npasuno,
MOLLEHHKMK 3BOHUT Bam Ha Tenedpod M npeacTaenaeTca
COTPYAHKMKOM BaHKa W npocbDamu UNK yrposamu
3aCTaBNAET NPOAMKTOBaTL emy Balw ogHopasosbli
napons.

Me pPCcoOHanbHEIe gaHHEBIE

Ha noggensHom caite Bac MoryT nonpocHTb BBECTH
MAEHTMMEATOPEl M N3ponK, MoBUNbHEIR TenedoH

W Apyrve NepcoHanbHele aHHble, Heobxoaumble
MOLUEHHKMKam Ana obmana. [AnA 3alMTel 0T MOLWEHHHWKOB
B «Chepbank OHnaiH» npegycMoTpEHO NoOATEED#OEHWE
(hMHAHCOBLIX ONepayuil 0OHOPA30BLIM Naponem,
KOTOPEII OTNPaBNAeTCA BMeCTe C PEKBM3UTaMIU Camoit
onepayuy. HeoBxoaumMocTe NOATBEPKAEHWA ONepaLum
0AHOpa30BbiM Naponem oTobpaxaeTca B «Coepbank
OHNafH®» NpW CoBEPLUEHMW onepauMu.

He pasrnawaiTe HUKOMy oQHOPA30BEIA Naponk

[Mo3ToMY OAHOPA30BLIA MAPONb 3TO O4eHb KPUTUYHLIR
3MEMEHT Ge30NACHOCTH — €0 HEMb3A HUKOMY
pa3rnalaTte M HW B KOEM CITyYae HEMb3A BEOAWTh, ECTH
nony4exHsle 8 SMS-coobLWeHMN PEKBU3UTLI OTHOCATCH
K onepaumu, KoTopyt Bel He coBeplianu.
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Kak moLwWweHHUKN KpaayT AeHbru ¢
nomoubto puwmnHra. Cxema 2

@
(D@ ® o-(&)

NMpasuna nonb3oBaHUA o
WHTEepHeT-6aHKoOM

Ana MOBWNBHBIX YCTPOIACTB

Bcé o knbepbesonacHocTtum

Bupyc

BupycHoe nporpamMMHoe obecnedeHune (BUpYC) 3apakasT
MOBKWNBHOE YCTPOMCTBO KNMEHTa.

Ha nogoeneHom canTe

Ha nognensHom caiTe MoryT NPeanoXuTe BBECTH MOTUH
1 Naponb oT NMYHOro KabuHeTa, NPOATH CoUManbHbIA
onpoc, CKa4aTk aHTMBWPYC WK HOBOE NPUNOKEHWe

oT Cbepbanka.

Cait — noBywka

[Mpw NONBITKE KNMEHTa OTKPLITE C MOBMABHOTD
YyCTPOWCTBA CalT DaHKa, BUPYC NepeHanpasnaeT KnueHTa
Ha cneuWanbHbli CaRT-NOBYLIKY, MMUTUPYHOLLWA CalT
CoepbaHka.

Bupyc caMocToRTensHO Nony4aeT U Nepeckinaet
SMS-naponu

Mocne ycTaHoBKW BUPYC CaMOCTOATENBHO OT MMEHH
KMMEHTA NOMYyYaeT M NepeckiNaeT 3NoYMBILLNEHHUKAM
SMS-naponu gnA Bxoga v NOATEEPHKAEHUA
MOLUEHHUYECKUX onepauui B CHepbank OHNaiH.



lNpasuna nonb3oBaHUA
Mo6uNAbHbIM
NPUAOXKeHUuem

Bcé o knbepbesonacHocTtum

% CBEPBAHK

Kak 6e30nacHO No/s1b30BaTbCA
MOBUNBHBIM NPUNOKEHNEM

MobunbHoe npunoxkeHne C6epbaHk OHNaMH — ya06HbIN U
6e3onacHbIn cnocob ynpaBnAaTb CBOMMU PUHAHCAMKM Ha cMmapTdoHe. Mbl
Aenaem BCE, 4Tobbl N0Nb30BaTbCA MM BblNo HesonacHo: Hanpumep, B
Halle NpunoXxeHue Ha nnatpopme Android yKe BCTPOEH aHTUBUPYC.
Tem He meHee, NpocMm Bac cobntoaaTtb NPoOCTbie NpaBMAa:

®

®

HHKOI\"I)|I HE MBOPKWTE Napone ANA BXC4d B mMobuneHoe
npunNoxeHue

[pK ycTaHOBKE Ha CMapTdoH NHOLIX NPUNOKEHWIA
obpalyaiTe BHUMAHWE Ha NOMHOMOYMA, KOTOPbIE OHK
3anpawusatoT. byasTe ocobeHHO 0CTOPOKHLI, eCnu
NPUNoKEHWe NPOCKT NPaBa Ha YTeHWe afpecHon
kHUrW, oTnpaeky CMC-coolWweHni u gocTyn K
WHTEPHETY — OHO MOKET ObIT ONacHEBIM, MyYlle He
yCTaHasnueanTe ero.

OTKNOMMTE B HAcTpokkax Bawera iPhone
BO3MOMHOCTb MCMNOMNb30BaTh rONOCOBOE yNpagneHue
Siri npu 3a3dnokMpoBaHHoM 3kpaHe (HacTtpoiikn — Siri
— HocTyn ¢ BNOKMPOBKOM 3KpaHa).

®

®

WMcnone3yiTe Toneko ohuuMankeHble NPUNCHEHUA
Banka ana Android, iPhone, iPad u Windows Phone

He ycTaHasnueaiTe NpUNaKeEHUA NO CobliNKam
13 CMC-cooBLyeHMi MNK 3NeKTPOHHOR NOMTLI, Aaxe
ecnu B CO0DLEHWK YTEBEPHAAETCH, YTO OHO M3 DaHka.

He MoguduuMpynTe onepauMoHHyD cCUCTEMY
TenedhoHa (Hanpumep, ¢ NOMOLb DKennopeiika).
HecaHKyMoHMpoBaHHaA MoAMMUKALMA OTKMIOYEET
33LMTHEIE MEXAHU3MEI, 3AMOMEHHbIE
npou3eoanTenemM, M Baw TenedoH CTaHOBWTCA
YAIBUMEIM K 32PaHEHMI0 BUPYCHEIMK NPOrpammManmi.
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Kak 6e30nacHO No/s1b30BaTbCA
cepsucom CMC-6aHK

Cepsuc CMC-6aHK — 3T0 cnocob nonyyatb 6aHKOBCKME ycnyrmn ¢ nomollbio CMC-
coobuieHnin yepes Homep 900, USSD-3anpocos, a Takke Push-yBegomneHnii (npu
Hannuum MobunbHoro npunoxeHunsa CoepbaHk OHnaiH). Cepsuc Aaér
BO3MOHOCTb 0TNpaBnATb 6aHKy CMC-nopyyeHusa Ha Homep 900 — Hanpumep,
KOMaHAbl Ha COBepLLUEHNE NepeBoaa U MHoroe gpyroe. Ytobbl noab3oBaTbCA
cepBucom 6e3 onaceHuit, cobntoganTe NpocTble NpaBuna:

YcTaHOBUTE CNOXHEIA Naponk Ha TenedoHe (@) Ecnu BBl cMeHWMNM HoMep MoBuneHoro TenedoHa

WHave moweHHuKam ByaeT npowe gobparteca o E—, OTtknoyuTs CMC-Bank Bel cmoxeTe 8 MoBuneHom
s —

BalUWMX AeHer npunoxerun «CoepbaHk OHnaiH» unu bBankomare.

W nonpocuTte BpemeHHo 3abnokvposaTe CMC-BaHk. [axe ecny Bac NpocAT 0 3ToM NOAM, KOTOpLIE
3atem 3a0nokupyiRTe CBOK CUM-KAPTY Y COTOBOTD NpeacTaBMNUCh «COTPYOHUKaMK BaHka».

Ecnw notepAnu TenedoH, obpaTtuteck B BaHK @ He nogknioyaiite kK CMC-6aHKky vyxue TenedoHbl

@ ®®

onepatopa.

Ecnw Bgpyr nepectana paboTtaTe cMM-KapTa, ® OTkno4uTe B HacTpolkax iPhone ronocoeoe
NoSBOHWUTE CBOEMY ONepaTopy CBA3M M BEIACHUTE @ ynpasneHue Siri npn 3abnokupoBaHHOM 3KpaHe
APUYUHY Kak oTkniodumTe: HacTpoiku — Siri — Siri ¢

BosmoxHo, BAC aTaKyoT MOLLEHHWKN BnokMpoBKOM 3KpaHa

Korga Badk BMAMT NOA4O3PUTENEHBIE ONEPaLMK OT BalLEro MMEHW, OH MOKET No CBOe MHULMaTHBE BpeMeHHo 3abnokuposaTts
foctyn Kk cepeucam CMC-Bank n Cdepdadk OHnard. Ecnv onepaumu coeepliany Bbl, Ana BeicTporo so3obHoBNEHMA gocTyna
MNO3BOHWTE, NOMANYACTA, B KOHTAKTHEIA UeHTp Chbepbanka no Homepy 900 (¢ mobBunbHoro TenedoHa, 3B0HOK Ha TEPPUTOPHK
Poccun BecnnaTHbli).

>



lNpasuna nonb3oBaHUA
6aHKOmMaTamm

Bcé o knbepbesonacHocTtum

% CBEPBAHK

Kak 6e30nacHO No/s1b30BaTbCA
6aHKOMAaTaMM

Mpu ncnonb3osaHUM 6aHKOMaTOB NOMHUTE O NPOCTbIX NpaBuUaaXx 6e3onacHoCcTy:

Mpu Habope MNMWH-koga NpUKpPEIBaAATE KNABUATYPY
pykoW. Ecnv BoKpyT HET Nogen — 370 elye He
03Ha4aeT, 4TO MOLLEHHWKW 33 BaMK He HabmaaoT.

Ecnu Ha Bxoge B nomelleHue ¢ BaHKOMaToM
YCTaHOBMNEHO YCTPOWUCTBO, KoTopoe TpebGyer MUH-
Kog BalWeW KapTel, He ssoaunTe NMUH 1 He BXoauTe
TyAa.

He npuHUMaiTe NoMollLE OT He3HAKOMLUEB.
Haxonace y DaHkomMaTa, He NpUciyLwWMBanTech

K COBETAM HEZHAKOMBIX NHOLAEN M He MPUHWMaNTE

WX nomoLs. Ecnu Bam Hyx#Ha noMmolys, obpatnTecs K
COTpYAHKKY BaHKa MMM NO3BOHUTE B KOHTAKTHEINA
ueHTp Baxka no Homepy 300 (3BOHOK ¢ MOBMNBHOID
TenedyoHa Ha TeppuTopuKk Poccikmn BecnnaTtHeln).

@
E

#

Ho

OtpasaiTe npegnoyTeHMe GaHKoMaTamMm,
YCTAHOBMEHHbIM B 3alULeHHBIX

MecTax (Hanpumep, B rocyypexieHnax, oducax
DaHKOE, KpYNHBIX TOPTOBBIX LIEHTPaX).

He ncnonesyinTe GaHKOMaT B NPUCYTCTEHUM
noAo3pHUTenkeHEIX NUU. [Nogo#auTe, NOKa OHK
PazolayTCA, MNKM BOCNONb3YHATECh APYIMM
DaHKomaTom

OcmoTpuTe GaHKOMAT nepeq UCNoNb3oBaHUEM.
YBeauTeck, YT HA KNABWATYPE W B MecTe ANA npuema
KapT HET DONONHMTENbHBIX yeTpoicTe. Obpawante
BHWMEHWE Ha HEWCNPABHOCTW W NOBPEXAEHNA —
HanpuMep, Ha HEPOBHO YCTAHOBNEHHYIO KNABWATYPY.
Ecnw 4To-To BeI3BANO NOAO3PEHWA, HE NONb3YATECH
3TUM GaHKoMaToM.

MNepea ucnoneaoeaHueM 6aHKkoMaTa yGeguTeck, YTO BCE ONEPALMN, COBEPLUAEMbIE NPEALIAYLIWM KITHEHTOM, 3aBEPLIEHbL.
Ecnu y Bac BO3IHUKAKT COMHEHWA, HEXKMMTE KHOMKY «OTMeHa».

He ucnonesyiTe HemcnpagHelin GaHkomat. Ecnm BasKoMaT 3aBMCAET, CAMONPOM3BONEHO NEPE3arPYKasTCA UMW Ha 3KpaHe
NOABNAKTCA NOA03PUTENEHEIE M300PaKEHMA — He NoNbayATECE MM, OTMEHUTE TEKYLLYH ONepaUMi, HEKAE KHOMKY «OTMeHas,

W OOROWTECE BOIBPATA KapPThl.

Ecnu GaHKkomaT He BO3BpaLLAST KapTy, No3BoHUTE Ha Homep 900 unu no TenedioHy, ykasaHHamMy Ha DaHkomare. He oTxogwTe oT
DaHKomaTa, NoKa He BeINCMHWTE PEKOMEHAALWKM COTPYAHKKA GaHka.
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Kak 6e30nacHO NoAb30BaTbCA
6aHKOBCKOW KapTOM

BaHKOBCKan KapTa — KAKOY A0CTyNa K BaweMy cyeTy. OTHOCUTECH K HEl TaK e
H6epeXkHo, Kak K HanYHbIM. YTobbl 06e30nacuTb ceba oT MOLEHHUKOB, caeaymnTe
NPOCTbIM PEKOMEHAALUAM:

@
@ Hukomy He nepeaaBaiTe KapTy

©
XpaHuTe KapTy B MecTe, HEQOCTYMHOM ANA
MOCTOPOHHKUX

Hukomy He roBopuTe U He 3anuckiBaiite ceol MNWH-kon

He eeogvTe MWH-KoQ HUrAe B MHTEpHETE

Ao (@9

lNpasuna nonb3oBaHUA
6aHKOBCKOM KapToi

Kak o6e30MacuTb CBO KapTy

(O] He ocTaenaiTe kapty 6e3 npucMoTpa U He ® Ecnu Bbl NOTEPANK KapPTy UMK NOAO3PEEAETE, HTO BaL
@ nepefasaiTe HUKOMY — HW OULMAHTAM, HU @ CYBT aTaKyHT MOLLEHHWKM, CPOYHO €& 3abnokupyiiTe.
KOMNeram, H1 poACTESHHUEAM. [eTam MOMHOo [nAa 3TOro NO3BOHUTE B KOHTAKTHBIA LeHTp CbepbaHka
0pOpPMHMTE JAONONHUTENLHYIO KAPTY K POAMTENLCKON, 3 Ha Homep 900 ¢ moBunbHoro TenedroHa (3BOHOK B
B3pOchble MOMYT OTKPLITE CBOK COOCTBEHHYIO KapTy. Poccum BecnnatHeid). Mnu 3aiguTte B mHTepHeT-0aHK

unu mobunsHoe npunoxedue Coepbank OHnaitn —
HAAAHMTE HYHYID KapTY WM HEKMKUTE € 330N0KMpOBaTL®.

® He coeepLuaiiTe nokynku ¢ obLLenocTYNHEIX [©] BriBupaiiTe ANA NOKYNOK TONBKO T MHTEPHET-
ﬁ KOMMbIOTEPOB MW ¢ UCMoNb3oBaHWen BecnnaTHoro @ MarasuHbl, B KOTOPLIX Bbl TOMHO YBEPEHbI.
Wi-Fi — MOLIEHHMEM MOTYT YKPACTe A3HHbIE BALLER
KapThl.

MpaBooXpakuTENbHLIE OPraHel B NepByw odepens ByayT
NpoBePATL BNAaAensLUa KapTel Ha NPUMYAcTHOCTh
K NPECTYNNEHMO.

® He cornawaiTech Ha NPesnoKeHUA KyNUTb BaLly KapTy
@ — €& MOTYT MCMOMb30EaTh B MOLUEHHMHEC KMX LIENAX.

Bcé o knbepbesonacHocTtum
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Kak 6e30nacHO Noab30BaTbCA
6aHKOBCKOU KapTou

BaHKOBCKan KapTa — KAKOY A0CTyNa K BaweMy cyeTy. OTHOCUTECH K HEl TaK e
H6epeXkHo, Kak K HanYHbIM. YTobbl 06e30nacuTb ceba oT MOLEHHUKOB, caeaymnTe
NPOCTbIM PEKOMEHAALUAM:

Kak o6ezonacnte MAH-koa

@

b

He szanuceisaiTe MWH-kon Ha Bymare, Ha camoi
GaHKOBCKOI KapTe, B TenedoHe UK KOMNbIOTEPE —
NPOCTO 3aN0OMHMTE ero.

Hukomy He coobwaiite MNMAH-kog. Jaxe poacTEEHHUKaM
W COTPYyOHWEKaM BaHka.

Kak KOHTPONMPOBATb onepaunii no KapTam

MNogkniouuTe YEEOOMNEHWA NO KAPTE — BaM Ha
TenedoH OyayT NPUXOAMTE ONOBELUEHWA O KO0
onepaumu. Ecnu Bel BOBPEMA OTCNEAUTE NOKYMKY UMK
NepeBoj, KOTOPLIE Bbl HE COBEPLUANM, BEPHYTL AEHBIM
Gyner nerye.

CoxpaHANTe YeKK NOCNe ONNaTsl U KapTol, 1
HanU4HbLIMK, ECNK NEPEOHa4aNnbHO onnara no KapTe W3-
3a cOoes He npowna.

©

®

Mepuoguyeckl MeHanTe NMUH-kog — npumMepHo pas B
3 mecaua. Ana sToro B BaHkomarte wnK ycTpoiicTee
camoobcny#meanua CbepbaHka 3aiiguTe B pasgen
«TNYHEIR KAOWHET, MHPOPMALWA U CEPBUCY W
BblGepuTe NyHKT «CvennTe MAH-kog».

PerynapHo npoBepaiTe BINUCKKU ¢ BAHKOBCKUX
CHETOE M KEMTaHLMK O MOKynKax, 4Todbl ybeautben,
YTO € BaLWMMK ONepaluamMin ECE B Nopaake.
CoobwadTte B BaHk 0 NOLIX HECOOTBETCTEHMAX.
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Kak obe3onacutb cebsa ot CMC u email
MOLUeHHUYecTBa

MoweHHUKM perynapHo paccblnatoT CMC 1 aneKTpOHHbIe NMCbMa,
3aMacKMpoBaHHble Nog coobuieHns oT baHKa. Nx uenb — noay4yntb AoCTyn K
BalleMy CYETY U YKPACTb AeHbrn. [103STOMY BaXKHO YyMeTb OTIMYaTb OPMLMA/bHbIE
coobueHna 6aHKa OT NMCeEM MOLLEHHMKOB.

Ba)kHO 3HaTL

CMC n email
@] CoTpyAHWKKM BaHKa HUKOrga He NPOCAT KNMeHTOB ® C6epbGaHk He oTnpaBnAeT cooblweHMA ¢ dhopMoi oNR
MO I.I.I e H H M q ECTBO @ Ha3BaTbk KOH(MAEHUNaNEHEIe CBEAeHUA (MOonHEIN @ BEOLA BalMX NepcoHanbHbIX OAHHEIX

Homep kapTel, PIN- n CVC-kogk!l v T.N.) 1 He TpedyioT
COBEpLUATL SKTUBHEIE onepauuK ¢ KapTamu

@] CBepGaHK He oTnpaenAeT ¢cooblWeHMA ¢ NpockBoi @ CGepGaHK He NpocKT 3aWTU B CBepBaHk OHNaiH
@ noaTsepAvTb, 0OHOBUTE MUNKU NPedoCTaBUTE @ No cchiNke U3 NUCbMA

nepcoHanbHele OaHHEIE

©
Mpu NOBLIX COMHEHWAX 3BOHUTE B KOHTAKTHEIA LeHTp COepBaHka Ha Homep 900
(¢ MoBuneHoOro TenedtoHa) MNKW Ha HOMEep, YKa3aHHEIA Ha oDpaTHOM CTOPCHE KapTel

Bcé o knbepbesonacHocTtum
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NMpumepbl moweHHUYeckux nucem n CMC

CMC «Bawa KapTta 3abn10KkuposaHa»

Bbl nonyunnm CMC npnmepHO TaKoro coagepaHua: «Bawa KapTta
3abnokmpoBaHa» nnu «lo Bawen KapTe npoBegeHa onepauma Ha
cymmy N pybnen». TeKCT cogep*KUT Homep TenedoHa 1 Npusbis
CPOYHO NO HeMy N03BOHUTL. Koraa Bbl nepe3BaHUBaeTe, Bam
OTBEYaeT MOLWEHHUK, KOTOPbIN NpeacTaBAAeTCca BaM COTPYAHUKOM
6aHKa — Hanpumep, cny*Kbbl 6€30NacCHOCTU UM TEXHUYECKOWN
noaAeprKKn. Bac npocAT npeaocTaBUTb MHGOPMALMIO NAN CPOYHO
COBEPLUNTb KaKMe-To AeNCTBUA — Hanpumep, pa3baokmpoBaTb KapTy
NN OTMEHUTb ONnepaumio.

MoLeHHUKM NONbITAKTCA NOA, PA3/IMYHbIMUM NPeAsioraMmum NONYUYUTb Y
BaC KOHPUAEHUMANbHbIe AaHHbIe: NO/IHbIM HOMep KapTbl, [MUH-Koa,
CVV, CVC-Koa, CpOK AEeNCTBUSA, UAN NONPOCAT NOAOUTU K BaHKOMaTy
WAV TEPMUHANY M BBECTU Ko, — byaTo bbl 4N pa3bOKMPOBKM KapTbl
WM OTMEHDI NJ1aTeXa. TU AaHHble MOLWEHHUKU UCNOb3YIOT ANS
Kpakn AeHer, MOKYNOK M NepeBOA0B C BalLEro CYETa.
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NMpumepbl moweHHUYeckux nucem n CMC

dNeKTPOHHOEe NUCbMO OT umeHu CbepbaHKa

Bam npuxoanT anekTpoHHOEe NMcbMo AKobbl oT CbepbaHKa,
3aMacKUpoBaHHoOe noa opmnumnanbHoe NMCbMo. MOLIEHHUKM
TpebytoT oT Bac 6bICTPbIX AENCTBUN MU HEMEA/IEHHOIO
oTBeTa. YacTo oTnpaBUTENM TaKUX MUCEM XOTAT HanyraTb Bac
(«CoobuieHne 06 yBennvyeHnm 3a401KEHHOCTUY, «Ball CYET
326/10KMpPOBaH») MM COOOLLAIOT O KAKOM-TO BbIUTPbILLE.
[McbMa MOryT coaepKaTb BAOXKEHUA, NPOCbOY YTOYHUTD
PEKBU3UTbI KAPTbl, CPOYHO NO3BOHUTbL MO YKa3aHHOMY B
NMCbMe HOMepPY TenePoHa AN NePenTn No cebiike. Agpec
canTa 0bblYHO NOXOXK Ha odULUMaNbHbIE agpeca CanToB
CbepbaHKa. byabTe 0CTOPOXKHbIMK C TAKUMU MUCbMAMMN: HE
nepexoauTe No CCbIIKaM U He OTKpPbIBaNTe B/IOXKEHUA. Jlydlue
nepe3BOHUTE B KOHTAKTHbIN LEHTP BbaHKa, 4Tobbl NpOBEPUTH
nHbopmaymio.
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NMpumepbl moweHHUYeckux nucem n CMC

CoobLeHue co ccbiIKamu

MoLUEeHHUKN NCNONb3YIOT Halle Nto60oNbITCTBO B CBOUX Lensx. Bam
MmoXeT NpunTn CMC € MHTPUTYIOWMM COAEPKaHMEM: BAM MOTYT
coobLaTh, YTO Bbl «BbIMIPANM CYNEPMPU3» UM NO3APABAATbL C
npa3aHuMKamu. Takme coobLeHms YacTo Coaep KaT CCbIIKK, MO
KOTOPOI Bam 06€LatoT A0NONHUTENbHYIO MHPOPMALMIO O BbIMIpbilLe
WM CCbIJIKY Ha CKauMBaHWe No34paBUTENbHOM OTKPbLITKK. [lenatb
3TOro He cieayer.

Mpn Nnepexoae NO 3TOW CCbI/IKE Ha Baw TenedoH UAM KOMMboTep
MOXET 3arpy3nTbCA NPUNOKEHME C BUPYCHBbIM NPOrpamMmmMHbIM
obecnevyeHnem, Un Bbl NONAAETE HA CAUT-/IOBYLLUKY, HA KOTOPOM NOA
Pa3/IMYHbIMK NpeasoraMy MOLWEHHUKW NONbITAOTCA MNOYYUTD
NepCcoHaNbHble AaHHbIEe: NAEHTUOUKATOP M NAPOab 4N BXOAA B
NHTEPHEeT-baHK, KoaoBOe CN0BO, HOMepa BaHKOBCKUX KapT, MUH-
kKogbl, CVV n apyryto nHbopmaumio.
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Kak pacnosHaTb moLueHHUKa no tenedoHy?

MoLleHHWKM YacTo BblAatoT cebs 3a coTpyaHMKOB BaHKa. Hanpumep, Bam Ha
MOBUNbHbIN TenedoH 3BOHUT HE3HAKOMEL,, KOTOPbIN NpeacTaBaaeTca
CNeLnanncToM KAMEHTCKOM NOAAEPKKN UK CNYKObl 6e30NacHOCTM U NPOCUT
Ha3BaTb PEKBM3UTbI KAPTbl, NOAOMUTM K HaHKOMATY M CPOYHO BbINONHUTL HECKOJIbKO
onepauuii. MpurymrHa, c ero cNoB, 04eHb cepbE3Han: cbon B 6ase AaHHbIX, yrpo3a
MOLLEHHMYECTBA UM YTO-TO NoAobHoe. 3a4a4a MOLWEHHUKA — HanyraTb Bac U He
AaTb BpEeMeHM NPoaHan3nNpoBaTh CUTyaLMto, NO3TOMY OH ByaeT HacTansaTb,
4yTOObI Bbl BbINO/IHWUIN €r0 TPEOOBAHMSA KaK MOXKHO ObiCTpee.

He TepsaiiTe 64MTeNbHOCTU U TPE3BO OLLEHUBANTE Nponcxoasallee. Mpu 3BOHKe
TenecIJOHHoe KANEHTY CoTpyAHUK CoepbaHKa:

MOLWIEeHHN4YecTBo »  Bcerga 06paLLAETCA N0 UMEHU-OTHECTBY;
" HMWKOrZa He NPOCUT KoHOUAEHUMANbHbIE CBEAEHUA: MNOJHbIE
PEKBU3UTbI KapTbl (HoMep KapTbl, MNH- n CVV-kog), CVC-naponmn

b6aHKa;

"  HuMKorga He TpebyeT coBepluaTb onepauuin C KapTon.

[1nga KoHTakTa ¢ knueHtamm CobepbaHK cnornb3yeT Tpu HoMepa:

900 8 800 555-55-50 +7 495 500-55-50

Bcé o knbepbesonacHocTtum
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Kak obe3onacutb cebs ot
ncesao0bpokepoB U NnceBgoaunepos?

MOLIEHHMKN PerynsipHo NpeanaratoT KAMeHTam BpoKepCcKue Unm gunepckue yenyriu, ¢
NMOMOLLIO KOTOPbIX AKOObI MOXKHO MPEYMHOMKWUTb CBOM KanuTan U OCYLWEeCTBUTb
BbICOKOA,0XOAHbIE MHBECTULMU. [1PU 3TOM MOLLEHHUKM HE MMEIOT IMLEH3UI Ha OCYLLLECTBIEHNE
TaKoW AeATEeNbHOCTU U K peasibHbiM BpoKepam Uan Annepam He UMEeKT HUKAKOTO OTHOLLEHMUS.
Nx uenb — BbIHYAUTb KAMEHTA NEPEBECTM UM [lEHEXKHbIE CpeaCTBa.

©

VAN
©

VAN

©
A

Ba>XHO 3HaTb

Mpesae Yem NepesoanTb AeHbrM KomnaHumn, yBeautecs,
YTO Yy HEe eCcTb NUUEH3WA HA OCYLLeCTENeHe BpoKepCKoi
WNW AUNEPCKOA AEATENBHOCTH.

Ecnu geHbrv nepeseaeHsl B KOMNEHWID,
3aperMcTPMPOBaHHYHD HA TEPPUTOPKUI APYToro rocyaapcTea,
TO CNOpE! NPUAETCA PEWETL B NPABOEOM None
WHOCTPaHHOIO rocyaapeTea, Tak Kak 3akoHbl PP Ha 3Tu
KOMNaHWK HE PacnpocTPaHAOTCA.

Ecnu Bel Nnepesend AeHLMM HA CHET KOMMNaHWK, BaHK He
CMO#ET MX BepHyTb. MNpouenypa chargeback,
npegycMoTPEHHAA NPABUNaMK NNATEKHBIX CUCTEM ANA
BO3BpaTa HeoDOCHOBaHHO CMWCAHHLIX CPEeacTs U
PEKNaMUPYEMAA MOLIEHHWKSMKW KK MEX3HWN3M 33aLLMTEI
VHBECTOPOE, B aHHOM CIyYyae He NPUMEHAESTCA, TK.
CMUCaHWE CO CYETOB MPOMCXCAWT N0 MHMUMATWUBE CamMKX
KNWEHTOB, M YCNyra no Nepesody CPeAcTE CO CHETA KapThl
Ha NUYHBIA CYeT ABNAETCA okaszanHoi. Kpome Toro, no
AeAcTeyrLWeMy 3aKkoHodaTenscTey PP DaHkm He
BMELUWBAIOTCA B JOTOBOPHbBIE OTHOLUEHWA MeRay
nnartenkbWWKamy M Nony4yaTenamMy cpeacTs, Npu 3Tom
3akgHogartenscTeo PP npeganvpyeT Haa npasunamu
NNETERHLIX CUCTEM.

@

A

©

A

@

MepeveHs pOCCUMIACKIX KOMMNAHWI, Y KOTOPLIX eCTh
COOTBETCTBYIOWAA NMLEH3MA, NPEACTABNEH Ha caiTe
LleHTpanbHore Daxka PP 8 CnpasoYHMKe y4acTHUKOB
MHAHCOBOTO PhIHKA.

(O3HaKOMWTBLCA ¢ OT3bIBAMW G KOMNAHWK W Y3HaTb O
PEANLHOM OMNbITE B3aMMOAEACTBHA C HEW MOHHO Ha
nNpothUnEHEIX caiTax/gpopyMax.

MpK NHeBBIX COMHEHWAX 3BOHUTE B KOHTaKTHBIA WeHTp
CHepbaHka Ha Homep 900 (c mobunsHore TenedioHa) unu
Ha HOMep, YKa3aHHLIA Ha oBpaTHOM CTOPOHE KapTel
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Kak obe3onacutb cebsa ot
ncesgobpokepos U ncesgoannepoB?

KaK KAaneHTbl noONaaaloTca Ha YN10BKN MOLWLEHHUKOB

KNMeHTy 3BOHAT N3 KOMMNaHUU, AKOObl NpeaocTaBAAOLLEN
6poKepcKkue nnu gunepckme ycayrm. Emy obelatot BbICOKMMA
[,0X0/, CYLLEeCTBEHHO Bbllle, YeM Y KOHKYPEHTOB.
MpeanoxKeHne KaxKeTcsa KINEeHTY 3aMaH4YnBbIM, U OH
cornalwaeTca BOCNONb30BaTbCA YCAYraMu 3TOM KOMNaHUU U
nepeBecTy AeHbrK Ha KapTy TPeTbero amua.

ByabTe BHUMaTenbHbl! PeanbHble BpoKkepckmue nnm annepckue
KOMMNaHMUWN He NPOCAT NepeBecTn cpeacTBa Ha KapTy TPETbero
nvua. Ecav Bbl BbINONHUTE TaKoM NepeBo, 0TO3BaTb CpeacTBa
y>Ke byaeT HEBO3MOXHO.
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Kak obe3onacutb ceba ot
ncesgobpokepoB n ncesgoannepoB?

YTo6bI BbIBECTU HYACTb AEHEr, HY)XXHO 3anaaTuTb

KnneHT 3apernctpnpoBasaca Ha canuTe TOProBom nNaAoLWaaKku no
GMHapHbIM ONUMOHAM, MOMNOJIHUA CBOM BanaHC 1 NOAYYUN
yBeJOMNIEHUE O NOoAYyYeHUN «BOHYCHbIX Aoxoa0B». OAHAKO
ANA BbiBOAA 3TUX AEHEer, HeobXoAMMO «MOBbICUTb CBOM
TOProBbIN CTAaTyC», T.€. BHECTU AONO/IHUTENIbHYIO Cymmy. B
NTOre KAMEHT BHOCUT Bce HBonblue n 6onblie cpeacTs, HO Tak U
He NolyYyaeT BO3MOKHOCTU BbIBECTU CBOU AEHbI.

NMomHute! M3 peanbHOM BPOKEPCKOM UM ANTIEPCKOMN
KOMMaHUWN KNMEHT BCEraa MOXeT BbIBECTU CBOU CBOOOAHbIE
AEHEeXHble cpeacTsa.
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Kak obe3onacutb cebs ot
ncesao0bpokepoB U NnceBgoaunepos?

OcTopOoKHO, notepesn!

KANEeHT HEBHMMATENbHO YMTAET AOr0BOP, KOTOPbIN
NoANUCbIBaEeT ¢ AKOObI bpoKkepcKko KomnaHmen. Koraa KAMeHT
MbiTaeTcA NONAYy4YNTb CBOU AEHbIM, KOMNAaHUA OTKA3bIBaeET,
MNcespobpokepbl u CCbINAACh Ha AOroBOP, FAe YKa3aHo, YTO KMEHT y4acTBOBa/ B
ncesaoauniepbl notepee. MNonyyaerca, YTO KAMEHTY «NPOCTO He NOBE3/10» U OH
Nnpourpan cBou AeHbIU.

ByabTe 6auTtenpHbl! Bceraa BHMMaTEIbHO YNTANTE AOrMOBOPbI,
KoTopble Bbl nognuceiaeTe. [Mpun ntobbix COMHeHUsX bepute
Bpemsa Ha bosiee AeTanbHOE U3y4YeHUe AOKYMEHTOB.

Bcé o knbepbesonacHocTtum
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KaK 06bMaHbIBalOT MOLWEHHUKU

Y3HauTe 0 pacnpoCcTPaHEHHbIX NPUEMAX 3/10YMbILIEHHUKOB
U He gante nm ceba ob6maHyTb

Cutyaumna 1. «3BOHOK U3 cnyXKbbl 6e3onacHocTn 6aHKa»

Bam 3BOHUT He3HaKoMmel,

Homep BxoasLLero 3BOHKa 04eHb NMOXOXK Ha
Homep 6aHKa, a 3BOHALWMIN npeacTaBaaeTca
«COTPYAHUKOM CNYKObl 6e3onacHoCTM BaHKay.

Y MOLLUEHHNKOB €CTb BO3MOHOCTb 3BOHUTb C
HOMEpPOB, MOXOXNX Ha OPULMANbHbIE HOMEPA
6aHKa, Hanpumep, Takmnx: +7900, +900

3/10YMbILLIIEHHUKM MOTYT MOMEHATb OAHY
undpy B HOMepe, KOTOPYHO Bbl HE 3aMeTUTE U
noAymaete, YTo 3To 6aHKOBCKUIA HOMep.




Cnocobbl obmaHa

Bcé o knbepbesonacHocTtum
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KaK 06MaHbIBAlOT MOLUEHHUKM

Y Bac npocAT KoHpuaeHyManbHble AaHHble

MoLlweHHMK coobuaeT, 4To «b6aHK BbIABM/ NOAO3PUTENBHYHO ONEepaLmio» NN «B
cucTemMe npousoluen coomn».

OH nNpocuT y Bac NoAHble gaHHble KapTtbl, CVV- nan CCV-koga, kog ns CMC nau
naponn ot C6epbaHK OHNANH. ITO HYKHO AKOObI «A1A COXPAHHOCTW BaLlLMX AEHErY.

Kak moleHHMK moxKeT Bac ybexxaaTb

® «Mbl 3B0HMM C 0dUNLMANBHOTO HOMEpPA, MPOBEPbLTE Ha canTe».

e «B uenax KoHGMAEHUNANBHOCTM A BKOYAK0 NPOrpammy-poboT, Kotopasa 3almTuT
BalWN KoHPUAEHUNANbHbIE AaHHbIE» (Bbl CAbILXTE B TPYOKe NErKMin Wwenecr).

e 1ns y6eaMTenbHOCTM OH Ha3blBaET BalLM NEpPCOHabHbIe AaHHbIE U NPOCUT
nepeBecTn AEHbIN «Ha 3aWMLLEHHbIV CYET, KOTOPbIN 3aKpenaéH 3a NepPCOHasbHbIM
MEHEeAKEePOM — 3TO HYXKHO A1 6€30NacHOCTH, @ MOTOM Bbl CMOMKETE BEPHYTb

900 +7900, +900
8 800 555-55-50 8 800 555-55-51
8 495 500-55-50 8 499 555-55-50




Cnocobbl obmaHa

Bcé o knbepbesonacHocTtum
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KaK 06MaHbIBAlOT MOLUEHHUKM

KakK 3awwuTtuTb cebs

* 3anuwmnTe Homepa 6aHKa B aApPeCHYI0 KHUTY cBoero TenedoHa:

900, 8 800 555-55-50

* ECcnv 3BOHOK ByAeT ¢ Apyroro Homepa, oH oTobpasnTca Kak
HEN3BECTHbIN.

* He coBepluaiTe HUKaKUX onepaLnii No MHCTPYKLMAM 3BOHsLLEro. Bece
onepauuun AnA 3almnTbl KAPTbl COTPYAHUK BaHKa AenaeT cam.

e Cpasy 3aKaH4MBanTe pasroBop. PaboTHUK BaHKa HUKOrAa He NONPOCUT
Yy BaC CeKpPeTHble AaHHble OT KapTbl U NHTEPHEeT-b6aHKa.

e [lpoBepbTe, HE ObINIO I COMHUTE/NIbHbIX ONepauuin 3a Bpems
pa3rosopa. Ecam ycnenm 4To-10 COOOWMTH MOLLEHHUKAM, Cpasy
No3BoHUTE B HaHK Ha Homep 900 1 coobLnTe 0 cayymBLLEMCA.

900 +7900, +900
8 800 555-55-50 8 800 555-55-51
8 495 500-55-50 8 499 555-55-50
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KaK 06MaHbIBAlOT MOLUEHHUKM

Cutyaums 2. «MepeBopg no ownbKe»

Bbl ocTaBuAn cBOE nma n Homep TenedoHa Ha canTe becnaaTHbIX
0b6bABNEHNM

Bckope KTo-To npucbinaet Bam ¢ mobunbHoro TenedpoHa CMC,
noaaenaHHoe nog 6aHKoBcKoe coobuieHne 06 onepauumu.

3atem c gpyroro Homepa npmuxoanut CMC c npocbboit BepHYTb AEHbIW.

MoleHHUKM ncyesaloT nocae nepesoaa
Ecnu Bbl cCamoCTOSATENIbHO cAenanu nepeBos, AeHbrIM BEPHYTb He
NONYYUTCA.

Kak 3awuTtuTtb cebn

¢ [IpoBepbTe HOMep, ¢ KoToporo npuwna CMC.
® NNomHuTe: 6aHK npucbinaetr CMC Tonbko ¢ Homepos 900 nnu
9000.

* [lpoBepbTe BanaHc cBOeN KapTbl, YTOObI yoeanTbes,
OEeNCTBUTENbHO N AEHbIM NOCTYNUAM Ha CYET.

e Ecnn 3anogo3punm CMC-molLeHHMYeCTBO, cpa3y obpaTmTecsh K
CBOEMY NepcoHaNbHOMY MEHeAXKepy NN NO3BOHUTE B BaHK Ha
Homep 900, unn Ha Homep, YKa3aHHbIM Ha 06PATHOM CTOPOHE
KapTbl, "Mbo Yyepe3 mobunbHoe npunoxkeHune CbO/1.
e 1nA ynob6cTBa BHewmnTe Homepa 6aHKa B TenepOoHHYO KHU
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Kak 06MmaHbIBalOT MOLLEHHUKHN
Cutyauua 3. «bpokepcKue unum gunepckume ycayrm»

«BbIrogHble MHBECTULUNY

BapuaHT 1. Bam 3BOHUT HE3HAKOMEL,, KOTOPbIN Ha3blBaeT ceba npeactasutTesem bpoKepcKom
WUAN ANNEePCKON KOMMaHUK, NpeanaraetT MHBECTUPOBATb AeHbIM 1 obeLlaeT BbICOKUIM AoXoa,.
Bbl cornawaeTtecb OTKPbITb CYET M CAMOCTOATE/IbHO NEpPeBOANTE AEHbIV HA KapTy TPETbero
nnua. MoweHHUKY NponaaaloT, BepHYTb AeHbrM HEBO3MOMKHO.

BuUHapHble ONUMOHbI

BapwmaHT 2. Bbl pernctpupyetecb Ha cante BUHAPHbLIX OMLMOHOB.

Mocne nononHeHna 6anaHca Bbl NoONyYaeTe yBeAOMAEHNE O NMOAYYeHUU «OOHYCHbIX JOXOA0BY.
Y106bI BHIBECTM 3TU AEHLIM, BAM HY}KHO MOBbICUTb KTOProBbli CTaTyc». [118 3TOro Bbl BHOCUTE
Ha CYET AONO/IHUTENBbHYO CymMy. MOLIEHHUKK NponaaatoT, BEePHYTb AeHbrM HEBO3MOXKHO.

KaK 3awuTuTb cebs

¢ MpoBepbTe AnLEH3MUIO. MNpexkae Yem NepeBoaAnTb AeHbrv BPOKepPCKom
KOMNaHuK, ybeamTech, YTo y HeE ecTb AnLeH3uA. CMMCOK KOMMNaHWI C
JIMLLEH3USIMMN Ha OCyLLecTBNEHNE BPOKEePCKOWN NN ANUePCKON AeATEeNIbHOCTU
ecTb Ha calTe LleHTpanbHoro 6aHKka PO.

e [poBepbTe PEKBM3UTLI. PeasibHble BpOKepCcKMe Nan Aniepckmue KomnaHum
He NPOoCAT NepeBeCTM CPEACTBA Ha KapTy 06bIYHOro YenoBeka — 3To byaer
MMEHHO CYET KOMMNAHUW.

* [Mo3BoHUTe B 6HaHK No Homepy 900, eciv Nog03pEBAETE, YTO CTONKHY/INCH C
MOLUEHHNYECTBOM.
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KaKk o06mMmaHbIBalOT MOLUEHHUKU

Cutyaumsa 4. «Onpoc ot C6epbaHKa»

Bbl nony4yaete nucbmo nam CMC o tom, uto C6epbaHK npoBOAUT NoTEpPEID

Bam npeanaratoT NpomnTM ONPOC MO CCbI/IKe, Bbl KANKaeTe U nonagaere Ha
OULWNHTOBbIN CauT.

duwuH2 — 3mMo Ko204a y 8ac MNbIMaromcs 8blyo0Uumb CEKPEemMHYy UHGOPMayuio,
Hanpumep, nNaposb 0m AU4YHO20 KabuHema.

* Bbl npoxoauTe «ONpOC» Ha CaiTe, M 33 3TO BaM 06eLLatoT KPYMHY Cymmy
BO3HarpaxkaeHua, Hanpumep, 150 Tbicay pybnen.

* Ho ana noaTBepPKAEHUA KapTbl M NepedyncieHna GoHycoB Bac NpocaT
nepeyvYncanTb «3aKpenuTenbHbIN NaaTex» B padmepe 150 pybneir.

* Bbl oTnpasaaeTe AeHbIM, @ MOTOM HE MOXETe CBA3ATbCA C MOLWEHHMKaMM.

Kak 3awutnuTb cebn

* HactpoiTte 610KMPOBKY dasbLUMBBLIX CAUTOB B CBOEM Hpay3epe.
Koraa onnaynBaeTe NOKYNKU B UHTEPHETE, NpOBEPANTE aapec
canTa. Echm pomeH He coBnagaeT B TOYHOCTU C OPULMANbHBIM
Ha3BaHMEM CaliTa, He BBOAUTE AaHHbIE.

* BbibMpaiTe 3aNLEHHOE NHTEPHET-COeAMHEHNEe. Aapec canTa
[O/IKEH HaunHaTbea ¢ bykB https, a He ¢ http, a B agpecHom
CTPOKe A0/IKeH 0TObparkaTbCA 3HAYOK B BUAE 3aKPbITOrO 3aMKa.
e Moakntounte CMC-6aHK. OH NoHagobuTca Ana NoATBEPKAEHUA
nnaTexa naposiem ot baHKa.
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OTtBeTbl Ha NnonyaApHbie BONPOCHI

Ka)keTtcsa, MeHA aTaKyloT MOLWWEHHUKU. YTo aenatb?

CpOYHO NO3BOHUTE B KOHTAKTHbIN LeHTp CbepbaHKa Ha Homep 900 (c
MmobunbHoro TenepoHa) nnm 3anante B Coepbank OHNalH, BbIOEPUTE
KapTy M HaxkmuTe «3abnoKMpoBaTb KapTy», NOC/E Yero No3BoHUTe B HaHK.

Mte npuwno CMC o Tom, 4TO MO0 KapTy 3abnokuposanu.
Yo penatb?

MocmoTtpute, ¢ Kakoro Homepa npuwno CMC:

® Ecnn coobuieHmne npuwno ¢ Homepa 900, no3BoHUTE B BaHK Nt0ObIM
yAobHbIM cnocobom:

— B KOHTaKTHbIN LeHTp CbepbaHKa M3 MOOUABHOIO NPUNOHKEHMUS
CbepbaHk OHNamH

— ¢ mobunbHoro TenedoHa Ha Homep 900

— nnun c ntoboro TenepoHa Ha HOMEP, YKa3aHHbIN Ha 0B6PaTHOM CTOPOHE
KapTbl. COTpyaHMK BaHKa coobWwmT Bam AanbHenwme AeNCTBUS.

e Ecnun coobuieHme NpuULLINO C APYyroro HoMmepa, BepoATHEE BCEro, ero
OTNPaBMAN MOLLUEHHUNKK. [Tepe3BaHMBATb HA 3TOT HOMeEp «ANA
Pa36/10KNPOBKU» HENb3S. ECIM NOABUINCL COMHEHUS, AENCTBUTENb
N1 Ballla KapTa 3ab10KMpoBaHa, Bbl MOXKeTe NO3BOHUTbL B BaHK No
Homepy 900 1 yTOYHUTb MHPOPMaALULO.
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OTtBeTbl Ha NoNyAApPHbIe BONPOCHI

MHe npuwno CMC o Tom, 4TO N0 MOe KapTe NpoBeaeHa
onepauuna, HO 4 3Ty onepauuto He cosepLuan. Yto ,qena'rb?

Ecnu Bbl 3apernctpuposaHbl B CoepbaHk OHMalH, NpoBepbTe NocneaHme
onepaumu B CBOEM IMYHOM KabuHeTe nam MobUAbHOM NPUNOIKEHUN.
Ecnv Tam HeT Takol onepauumn, HanuwnTe Ham NpPAMo cemyac. MNocne
atoro yaanute CMC. Ecnu e Bbl AENCTBUTE/IbHO BUANUTE TaKYHO
onepauuto B UCTOPUKM ONepaLunii, HO He coBepLlaan e€, M03BOHMUTE B
6aHK NtobbiMm yaobHbIM cnocobom: — B KOHTAKTHbIN LeHTp CbepbaHKa n3
MobunbHoro npunoxeHuna CbepbaHk OHNanH — ¢ mobuabHoOro
TenedpoHa Ha Homep 900 — mnaun c ntoboro TenePpoHa Ha Homep,
YKa3aHHbIXN Ha 06paTHOM CTOPOHE KapTbl.

MHe npuwno CMC c Homepa 9000, a He 900. 9TO MOLLIEHHUKU?

Het. C Homepa 9000 CbepbaHk npoBoant CMC-onpoc o KayecTBe
06cnyXKMBaHMA M NPOBOAUT aKTyanmsaumo gaHHbIx. CMC-onpoc
onsiayMBaeTca No TapuPpHoMy naaHy KameHTa. CoobuwieHne moxKet
coaeprkaTb CCbl/IKY Ha onpoc CbepbaHKa opros.sberbank.ru nnun Ha
noptan LleHTpa HeasmkmmocTn CbepbaHka Domclick.ru
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OTtBeTbl Ha NoNyAApPHblIe BOMNPOCHI

Yto Aenatb, ecnm A NOTEPAN UAN Y MEHA YKpPanu TenedoH, K KoTopomy
noaknouéH CMC-6aHK?

B 3TOM cUTyaL MM Bam HYXKHO 06paTUTbCA B HaHK M NONPOCUTb BPEMEHHO
3ab6n0kmpoBaTtb CMC-b6aHK. 3aTem 3ab6N10KNpPYMNTE CBOKO CUM-KapPTY Y
COTOBOrO OonepaTopa.

MHe No3BOHUA COTPYAHUK CNYXKbbl 6e3onacHocTn C6epbaHKa m
coo6LWwmn 0 NONbITKaX HEU3BECTHDIX JIUL, CHATb AEHbIN C MOEN KapThbl.
Mory nm 8 coobwatb emy HOmep Moei KapTbi?

Ecnn Bam 3BOHUT COTPYAHMK BaHKa, OH He ByaeT 3anpalmBaTb HOMeEp
Bawen KapTtbl, MUH-koa nnn CVV2/CVC2-Koa, NOrnH, Napob OT
CbepbaHk OHnamH uan Koa ns CMC. B aTol cuTyaumm npekpaTtmrte
PA3roBOp M NO3BOHUTE B BaHK Nt0ObIM YA0OHbIM cnocobom:

— B KOHTaKTHbIN LeHTp CoepbaHKa N3 MOBUABHOTO NPUIOKEHMUS
CbepbaHK OHNamH,

— ¢ mobunbHoro TenedpoHa Ha Homep 900,

— nnu ¢ ntoboro TenedoHa Ha HOMep, YKa3aHHbI Ha 0bpaTHOM CTOpoHe
KapTbl.
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OTtBeTbl Ha NoNyAApPHblIe BOMNPOCHI

Kak onpegenutb, YTO MHe 3BOHUT MMEHHO COTPYAHUK 6a|-|Ka, d He
3l'|0yMbILLIl'IeHHl4K?

Mpu 3BOHKe KNMeHTY coTpyaHuK CbepbaHKa Bcerga obpalaeTtca no
MMEHMN-0TYECTBY; HUKOTAA HE NPOCUT KOHOUAEHUMANbHbIE CBEAEHUSA:
NONIHble PEKBU3UTbI KapTbl (Homep KapTbl, MUH- n CVV-kopa), CMC-
naponun 6aHKa; HMKorga He TpebyeT coBepLlaTb onepaLunii C KapTou.
MoMHUTE, YTO 3a/a4a MOLLUEHHMKA — 3acTaTb Bac BPACNI0X U He AaTb
BPEMEHW NPOAHAIN3UPOBATL CUTYaLMIO, MOSTOMY OH OyAeT HacTamBaTb,
4YTOObI Bbl BbIMOJIHWAM €ro TPebOoBaHMA Kak MOXKHO bbicTpee.

Mory nu 2 nonb30BaTbCcA 6aHKOMATOM, €C/IM OH 3aBUCaeT,
CaMOoNpPOU3BO/IbHO Nepesarpy*KaeTca Uan Ha IKpaHe NoABAAIOTCA
noao3putenbHble 3obpaxkeHua?

Taknm 6aHKOMATOM N01b30BaATbCA Hesb3A. OTMEHUTE TEKYLLYIO
onepauuto, HaxaB KHOMKY «OTMeHa», 1 A0XANTECb BO3BPaTa KapThbl.
Ecnn 6aHKOMaT He BO3BpaLlaeT KapTy, N03BOHMUTE Ha Homep 900 nam no
TenedoHy, ykazaHHOMY Ha baHKomaTe. He oTxoauTe oT baHKoMmaTa, NoKa
He BbIMONHUTE PeKoMeH4aunmn CoTpyaHMKa baHKa.
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OTtBeTbl Ha NoNyAApPHbIe BONPOCHI

UYto genartb, ecnn 6aHKOMAT He BO3BpaLLAET KapTy?

Mo3BoOHUTE Ha HoMmep 900 nnum no TenedoHy, ykasaHHoOMy Ha BaHKomarTe.
He oTxoauTe oT 6aHKOMaTa, NOKa He BbINOJIHUTE PEKOMEHAL NN
COTpYAHWKa baHKa.

MHe npuwno c HesHakomoro Homepa CMC o Tom, YTO Ha Mo# cyet
nepeseAeHbl AeHbrn. A notom mHe npuwwno CMC c npocbboit nx
BEPHYTb, TaK KaK AeHbrv nepesenu no ownbke. A mory BepHyTb AeHbru?

CbepbaHk otnpasnser CMC Tonbko ¢ Homepa 900 naun 9000, coobuieHnA
O COBEepLIEHHbIX onepaumnax c 4pyrmx HOMepoB COBEPLUAOT, KaK
npasnao, MoWwWeHHUKU. Ecam Bam npuwno CMC c gpyroro Homepa,
HanuwuTe Ham B popme 0b6paTHOM CBA3U M nepeLlnmnTe Ham Tekct CMC.
MNocne atoro yganute CMC.

MHe npu1LINa cCbIZIKA HA YCTAaHOBKY MOBUABHOIO NPUNOXKEHUA
CbepbaHK OHNaAMH. 1 mOry ero ycTaHoOBUTbL?

HeT, ycTaHaBAMBaTb NPpUIOXKEHUA No ccbinkam n3 CMC-coobueHnn nnm
3NEeKTPOHHOW NOYTbl HENb3A, AaXKe eC/IN B COOOLLEHUN YyTBEPKAAETCS,
4YTO OHO M3 BaHKa. Ncnonb3ynTe TONbKO OpULMANbHBIE MPUNOKEHUS
6aHKa ans Android, iPhone, iPad n Windows Phone.



NMonynapHble BONpPOCHI

Bcé o knbepbesonacHocTtum
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OTtBeTbl Ha nonynApHble BONPOCHI

Ona Bxoaa B UHTepHeT-6aHK CoepbaHK OHNAMH Y MeHA 3anpalumMBaloT
Homep 6aHKOBCKOM KapTbl. l mory ero BBectun?

Het. Ona Bxoga B CoepbaHK OHNAMH HYXKEH TONIbKO NOTUH, INYHbIN
napo/ib UAn ogHopas3oBbii naponb U3 CMC. Ecam Ha canTe
3anpalwmnBatoT NtobyH APYryo NepPCcoHabHY MHPOopMaLuto,
Hanpumep, Homep 6aHKOBCKOM KapTbl UM mMobuabHoro TenedoHa,
NOKUHbTE CAalT U CPOYHO obpaTmTeCh B BAHK.

MHe npeanoXxuam npogatb Mmoto 6aHKOBCKYIO KapTy. OueHb
BbIrOAHOE NpeAa/ioXKeHue, 1 MOry Ha Hero CornacuTbea?

He cornawamnTtecb, €€ MoryT UCNo/1b30BaTb B MOLLIEHHUYECKUX LeNsXx.
MpaBooxpaHUTEIbHbIE OpPraHbl B MepBYto ovyepeab byayT NnpoBepAThb
BNaAeNblLa KapTbl Ha MPUYACTHOCTb K NPECTYN/IEHUIO.
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OTtBeTbl Ha NnonyaApHbie BONPOCHI

MHe npuwno noao3putTenbHoOe NUCbMO Ha 31IeKTPOHHYIO NouTy. Kak noHATb,
MOLIEHHUYECTBO 3TO WU HeT?

B nepsyto ouepeab ob6paTMTe BHUMaAHME Ha NOYTY oTnpaBuTensn. Kak npasuno,
MOLLEHHUKN MCNONb3YIOT 06LLLEAOCTYNHbIE MOYTOBbLIE AOMEHbI UM NOKYNakT
AOMEHDbI, MOX0XKe Ha odUuLMabHble JOMEHHbIE MMEHA KOMMNaHWM, YTOObI
BBECTM NOJIy4aTens NMcbMa B 3abnyxKaeHue.

Bac 40/1I’KHO HACTOPOXKUTb, €CIM TEMA, KOHTEHT NMCbMa MW Ha3BaHWe panos
noby»KAatoT Bac K Hemea/IeHHOMY AeCTBUIO: NepPenTn No CCbiJIKe, HaXKaTb Ha
KHOMKY, OTKPbITb paiin, HeEMeaNeHHO OTBETUTb Ha MUCbMO.

Ba)KHO TaKke 06paTUTb BHUMaHUE Ha obpalleHMe U Noanncb B MMCbME: eCan
OHM 6e311YHble, BbICOKA BEPOATHOCTb 06MaHa. KoHTaKTbl AnA obpaTHOM CBA3M
B TAKOM NUCbMe MOryT BbITb HE40CTOBEPHbI, MO3TOMY NPOBEPbTE MX Ha
opMUMaANbHOM CanTe KOMNaHUN.

He nepexoauTe No cCblI/IKAaM U He KNMKaTe Ha Noa03puTe/ibHble 06bEeKTbI.
HaBeauTe Kypcop Mblln Ha NOA03PUTENBHYIO CCbIJIKY UM OO BEKT, YTOObI
YBMAOETb, KyAa OHa BeAET Ha camom gene. CpaBHUTE agpec C aapecom
odULMANbHOrO canTa KOMMNAHUM.

ByabTe OCTOPOXKHbI C BNOXEHUAMM: OTKPbIBANTE TO/IbKO T€ U3 HUX, KOTOpPbIE
Bbl X311 OT CBOUX aZpecaToB.

He BBOAUTE CBOM KOHPUAEHUMANbHbIE AAaHHbIE, NOFMH U NApPO0/b Ha
NOA03PUTE/NIbHbIX CANTax N B Kakne-nnbo aHKeTHble GOpPMbl.

He oTBeualiTe Ha N0A03pPUTENbHbIE MUCbMA.
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OTtBeTbl Ha NoNyAApPHblIe BOMNPOCHI

Mpu onnaTte NOKYNKM Ha caiiTe A BBeN HOMepP cBoeu KapTbl un CVV.
MHe Hanucanum, YTo NpousoLusia ownbKa U ana OTMEHbI onepauum
MeHA NpocaT coobwnutb CMC-kog. MOXXHO 1M MHe ero oTnpaBuUTb?

HeTt. HUKkorga He BBOgMTe «Napoaun Asia OTMEHbl onepauun» n He
coobuwarte HUKomy CMC-koabl. O6 3TOM MOryT NONPOCUTb TOJIbKO
MOLUEHHMKWN. ECIN Bbl C 3TUM CTONKHYIUCDL, MOKUHBTE CAalUT U CPOYHO
obpaTtuTech B HaHK.

MHe npuwno coobuweHue o Tom, yto CbepbaHK NpoBOAUT NoTEpPEID U
npeanaraeT NpPoiTu onpoc. fl nepeLlén No ccbisiKe, 0OTBETUA HA
BOMNPOCHI, U TeNepb MeHA aeT npus. Mory nm 1 noaTsepauTb CBOIO
KapTy U NPOU3BECTU «3aKPENUTENbHbIA NAATEX» ANA NepeynucieHuUn
BO3Harpa)kgeHua?

Hu B Koem cnyyae. 3To pacnpoCcTpaHEHHanA CXeMa MOLLIEHHUYECTBa,
KOraa oT UMeHM BaHKa MOLLIEHHUKM HaNpPaBAAKT CCbI/IKU Ha
duwmHrosble canTbl. He nepexogmte No NoA03PUTENbHbBIM CCbIJIKAM,
npu ntobon onsate B UHTEPHETE NPOBEPANTE afpec calTa U BBoAgUTE
AAHHbIE TO/IbKO ec/In A0OMEH TOYHO COBNaAaeT C oPpMUMaNbHbIM
Ha3BaHMEeM CcanTa.
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€

OTtBeTbl Ha NnonyaApHbie BONPOCHI

fl ctan cBupgeTenem molwweHHuyecTsa. Yto genartb?

Hanuwwnte no agpecy fraud@sberbank.ru , ecan ctanu cengetenem
Ntobor MOLWEHHNYECKOWN AeATENbHOCTH, Hanpumep:

€CNM Bbl 0OOHAPYKUAN CaUT C COMHUTEIbHbIMU GUHAHCOBbLIMMU
npeanoXKeHUaAMN,

e MOLUEHHUKU CKpbiBatoTcA nog 6peHaom CbepbaHKa ' BBOAAT B
3abnyxaeHne notpebutenen;

ec/nn Bam npuwno nogosputenbHoe CMC cooblieHne, AKobbl OT HaHKa,
0 NpoBeAeHUN onepauum u TpeboBaHMEM NO3BOHUTD;

€CNM BaM 3BOHW/IN MOLLIEHHUKM U NbITaZIUCb NONYYNUTb NEPCOHA/bHbIE
JaHHble;

€C/I1 Bbl NONYYNIN COMHUTEIbHOE NMUCbMO, BO3MOKHO COZleprKalliee
BMPYC MW CCbI/IKY Ha UCTOYHUK PacrnpoCcTpaHeHMs BUPYCa;

€C/IM BaM U3BECTHbl HOMepPA KapT, UCNO/ib3yeMble MOLEeHHUKaMu ansa
XULLEHUA AeHEr;

€C/11 Bbl 0OHaPYXWUIN yA3BMMOCTb HA OAHOM U3 NYOANUYHbBIX OH/TANH-
cepBucos CbepbaHka: CbepbaHk OHnanH, CbepbaHk bnsHec OHNamH
caunt sberbank.ru n gpyrux.



NMonynapHble BONpPOCHI

Bcé o knbepbesonacHocTtum

% CBEPBAHK

OTtBeTbl Ha nonynApHble BONPOCHI

fl noTtepAn cBolo 6AHKOBCKYIO KapTy. YTo MHe genatb?

Ecnu Bbl NOTEPANM KapTy UM NOA03PEBAETE, YTO Ball CYET aTaKyoT
MOLLEHHUKN, CPOYHO eé 3abnoKknpyiTe. na 3TOro N03BOHUTE B
KOHTAKTHbIM LeHTp CoepbaHKa Ha Homep 900 ¢ mobunbHoro TenedoHa.
Nnn 3anaute B MHTEPHET-OaHK MAM MobunbHoe npunoxeHne CoepbaHk
OHNaMH — HaWAMTE HYXKHYIO KapTy U HaXXmuTe «3ab10KMpoBaTb»



O

CBEPBAHK
Bceraa psaom

Bnarogapum 3a BHuM@RIZE!



